Focusing on survivability

Slgnal tactics
and shorelzne profiling

By referring to this
shoreline profile, the
planner can now
profile LOS links
from a point on the
‘“shoreline’ to the
distant ‘“‘shore”
across the imaginary
water, thus avoiding
obstacles. The result
is a hillside to hillside
shot masked by
higher terrain.
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by Maj. George E. Sherman

Relying on area

communications

Is it prudent to rely as much as we
do on tactical satellite (TACSAT)
relays for AirLand Battle (ALB)
communications? Space architecture
reports indicate that satellites are
vulnerable to attack and have a
limited capacity to relay
communications. Furthermore, the
current constellation of satellites is all
we have, and short-term relief is not
in sight because of delayed launch
schedules. Improvements that will
make our satellites more resistant to
jamming and nuclear attacks are slow
in coming. “Satellite piracy,” whereby
a hostile force takes over our satellites
for their own transmissions, is still a
reality. And satellites have fixed life-
spans, some “falling” from their
orbits. Fortunately, TACSAT is not
the only radio that can perform
valley-to-valley links. Improved high
frequency radio (IHFR) and
troposcatter systems, as well as the
Single Channel Ground and Airborne
Radio System (SINCGARS), are also
able to do so.

However, I propose that a strong
area communications system—which
for the U.S. Army means Mobile
Subscriber Equipment (MSE)—is yet
another way to make these valley-to-
valley links. Though critics of MSE
contend that some new transmission
system will be necessary to
supplement MSE in making valley-to-
valley links, such critics are
unimaginatively adhering to
yesterday’s Signal tactics. If we are
smart enough to modify our tactics to
take advantage of the new-found
capabilities of MSE, we will be able to
rely on area communications more
than ever. Let’s look into the tactics of
deploying MSE in the 3-dimensional
AirLand Battle.

Zone of tactical operation

To develop Signal tactics that work,
we will need to find our “‘space”

within the 3-dimensional ALE, a
location that will allow us to provide
area communications and insure
survival from artillery and nuclear,
biological, and chemical (NBC)
attacks, as well as from radio-
electronic combat (REC). And to
determine our options in choosing a
zone of tactical Signal operation, we
need to understand what our military
intelligence people tell us about the
Threat’s (or the Soviet Union’s)
various capabilities.

The Threat’s REC capability
combines Signal intelligence,
direction finding (DF), intensive
Jjamming, broadcast deception, and
destructive fires. Their overall goal
would be to disrupt our command and
control (C2) and weapon systems
communications. REC target
priorities include command posts,
observation posts, communications
centers, radar stations, and logistic
centers — targets traditionally found
on hilltops or in valleys. Ground-
based electronic warfare (EW)
involves radio jamming, probably
within the division and more
accentuated near the forward edge of
the battle area. Airborne EW units
would also conduct electronic
reconnaissance and electronic
countermeasure (ECM) missions
against our communications systems.
(It is important to note that airborne
EW elements have to be high enough
in the air for proper results and
consequently must be exposed at some
time during the battle.) The effective
zones of jamming are depicted in
Figure 1.

Although Threat forces have
interception capability, their DF
capability is also dangerous to our
Signal operations. The Threat’s DF
capability, used in conjunction with
SIGINT and terrain analysis, is 1
capable of developing target areas for
artillery fire. DF is also used to
develop a “picture” of the battleﬁeld
revealing the disposition and possﬂa]e !



T R e
SR m L

S

R s e
T
e
g
o
.
ah
B

iz

fEL
iR

i
e

L
o
o
L
o

e
.
.

e b e
e Ra e
e -
- in ter
ﬂmgﬂ;\,. . o

e el

e

-

and to canalize our

e
o

é
. d

. .
et A oot g{@bg e
nteres e
518 1 e xﬁ Sy?w.;(

x

ere
e R Bl ey
P o»w{siseafm"ﬂﬂs T e
. ‘use of a |

-

e e e i ' - f
- o
3 ad i e i

G ;imv g» R SR iﬁ'
ﬁmﬁ%ﬁﬁfmmﬁ%‘m

g iy R
o

T

R
R - e
e

1. Defilade fro

LR
Ce

T
X K
e
o

g

e
i
i

E A
-
P
-

i

e
o
S e

S
P s SR e
is a zone of o e e e
s«“g’ff%;%s%%g{ﬁ%; oper: ‘Eé?{«n@&mg@
- e :»l’a“ii‘f!w?wyf"“ﬁ o 9, 18 SN
Rl o il BT )
,, Mﬁbﬁsrm@m hove the
- below th hﬁ’ﬁ@ﬂ o
e -

¥ e
i e i
i R v aE -
R e o

e
e -
e

L
B
-
.
-
¢
o

-
L

LA B T

e
i
i

S

ke i
AR
e

g
i

i

e

e
e

|

i
o ’

- e
e
IV Fa
e ; e iia
L L e Sl N-nuc -
s ¢ W emaes T aan o
. e cks, vt attacke
. 3«%;,% 'C a Xpaaaas e .
e . e
. al s
b ~_ornuclear. Valle e lingerin
0 | rnuckar et . agents that linge s
~ B L e e g ents th T
- o 3 T ted e e R . e
- . s e air liow. {(oee
. Z e : el
- i . lowa e e efﬁa e
. A - ot Rl ‘have to il
: : o s e g E e B oDEIn .
| x I iFigW%S: e R L The zone
- i - DI ULC o e i G
. g fuos T ey - i et ol a€e'«wrexvt%0&dﬂ
- b8 o L e g ja;‘i’.‘gf@j?;ww.mz;, e
# di e etwe - e L
F :‘;ﬁ; ﬁ::«*ﬂ;s Qa’g‘zi::w\&,ﬁi el o e;@ -
- L e ation we : ,ﬁmm“wm“m
i o i B s »5«»»«&‘:\»\&»»005 Cngy i
. i M R e g - S
- o e T areas or
i - P L an SRR
- i | ure.
i . in e | L
i b - em R
- - s ﬁvt;kyavkuu»vw‘a’:wwcvm&:&&¢»W’»vwgzg"“w"s':l':§%>“:*g°‘
. *‘zw‘ L
- - : L s rr in L
- 5 .  Fitting e aam
- - 17. . Y e s ;
‘ = = 2".:2::i::i;f::;“;:f:::r::i:ﬁ?i::;;;""z::;’ Cole gﬁ?ﬁﬁg Wi
2] km s e V,‘wa:a&u¢xue)ma»hvrave,&@(.s;.\mvvk‘u,yzxm»; Sl
e i s > S ».q-w».wm»;: \JUr SR e
"EBAL > of op on . Y s oy
FE . - Zone of _ challenge is to de Ty iving,
- - Fi S . challen, Ao 1 surviving,
o e i o e i s e o
- . . : ,; GEEE e e
. - horhonotAlR
- L of. e
- e Sl
. -  eivenabiaited e
o . o ~ givenalim T SRnea es.
v L e . =ihe ‘becom: b :
. e o e . RO :
. SR, i  te Padeslenee s 0 :
. e s - P o in our :
| S G - e 8 -
L T S a% L e e o e /o TR i e
e - . . e e - .
Cpu g i L - . S ey e T P
- mmwm..\.mmwu,wwns”.m&wa»ww i e e R ¢ » i Siann R o
- et .Wg.w.,mmazmm.w.mWw.&,m.;”mmMW o ) L e -
i R umw«w»w’,x« G u.uum»w«uux»unxmmmx.w e AMLCTO L el e .7 i it e
it el e e ~¢Q°-'.aioxl‘oo»»wxwm‘cwswﬁaaxu.»-aq» R i £ A gt BiZel I iz S
= e i »a»owya»xxﬂgmﬁ»vv%oey«mw&ay:tvm‘ . En e o o B e re
ragnty - . e . i i
% s »wwwuaemmumﬁm e . trg L0 S IS L o e
i ‘m””‘!’““_ s o e Q?&w.’««‘wly»v}vﬁn S S i weo!’wawé%bwh\z’e e i 5 S
e . o s . p 11 o e
= . - . . o HILop 10 o0CE | -
S - - - . . ni o as.
- - . - L e i a5
= e . . . Sllebe
. . :*:z.::mmwmgs;ammma . ) o Eeaciioe il 2 b
= - . SERCHE g L As B Re E : o
g xwmm.w..mumm L o s - coil n g = 5 ; TEiEaG
o G o T Baestois . ¢ i e, AL -
e w’*’*srmn'*:e*mwor'g pho . atves i - | COm A ed L o
e - G tions, St . Sapn s o tes enemy RE( .
e S - . e e L e e 3 el
S e R e s ¢ of t -~ HIeCHESEE A iy e e
L - s s FEE T e : Ve o»,uavexéw«kwuﬁrﬁt«i‘&‘v»w‘w«yk . E R e i
- i s e ne ey SUIECHRECT IE - comm o and varlar ttacks. / e
- nmnis t pa L rs. 1he Ki e lﬁimﬂ”w;'WWM.MW e d roc S
e ; e Threat e oy main - ry e e
L ed B S LR R : L0 Bt aaa Vaueg ane Ncl e ey o
e 5 . . e eat would be to dest he command 4 el o des e
e ‘begn S i . 1h e d the co . z**f*§.m§§§§ R e
:?‘ﬁﬁlﬁl’iM,ww.wwgﬁ;c:‘v:m?wg ? *wﬁﬁm D e L format }%ﬁ:w bk B e e g es of hills e
e uence L Gl . © e . ENS1V e o fr e
533.%? m:ngﬁe qu»w‘ _gw;:;aqngw»u:: ] »wagm'fw_’fw; :ouzw S e L il =114 a%0’6g.»o;’a*:a:‘vgktzﬁzm%gwi;;z,kxf " VP :,,,1,-; e | -
- e b REL e system. S oy proiin srouch vallevs hEoadBEL
e e BN e . L e . lorp D valleys and & s
P L NQ«GHN’V%:&Q#;.?:‘JR\ 2 i g; e eﬂ«mgw;«wq«-zgvua i - { T e wf!g»a«ﬂéw‘a‘e:téﬂv::w o
 dictates theuseof - . Sl us et 8
LR s - e . lor usiny b o e e ima
e the use o e e el eastous s e
deeac el e L L re « e
~ doctrine = e e = Bir y to den mal ills. © Shen e -
- s . e primari o . ., T ook . ink | a0 08
s e s e e hod of LOS ra S
CIn ) s o eal wz;w?»;w;ag« L ; a&@& e e e Of s %%svw-w‘g;“e*eow:
e  Figure 2.) The T thit 1o Siliiatc birsi ontam gte&‘wmygg:ifﬁ s o just wﬁ e
 taroets. (See F e e > byusing L Uly contaminate . s us to do just t e
- tar, sf"‘o@xwéw”' Iovy unnovis ;;ggwmmgww o e radio e . thatalle m,ﬁ:-ﬁmg*ggz,:%zwgg»;»gw»Mgmg«m;; :
e SR SUp e B o e i ot e e iy
e ery support gggmw&ugﬁgg‘gdgé&f o A w,mfm:a:,,m’,zzwnmﬁ.»x;,,.x:;:m?;gwmm&5.:ﬁ,.a.»w:wz:eix;w;mmmw
. nent: P e Ly € 0 . s oduced by | . g *;:W:«gw.angggtwtsz};«._sw:,;x,m,,,.wzmg 2 -
- TS = e . o .
Rl e ng | e . harrie  peed et “‘Eﬁ%&f@i& g  Proiiin, Sl
. mi e ;g&%g;:z*;wwgﬁ;gh:»;-«;": .  bursts to EORIDLE OF 5'C g el et 9 -
- m W . e e . Frane e Vg7 ,
e e our targe sl face burs S EeeRs s s ing ! o
e . e .  subsu B e ~ our forces e “shoreline oL s - -
. tllce Mme B = s t and “c s e *m:;,x.g.;:ghgw-m 'hat is “s Eebiad o e profile”
AR e s o . Whatis i e
. e £ > mea el mov e i Lo ,Am«m,x:n;w.wW:mﬁ.w.w oy - e
o . UL ustuse mov . , force our peop! & U op a shorehne p. s
o e s e e >F WO para b *ig,,,,,:ma.g*;m:wm~ e e zone
- tom line is th ey . (n e e s or cana s On @ o . s
- - Gpnlia o | QWM::W':&“:(*%«* -ain narrow area e . 0S S Wit *ii“;:“fs‘““”””‘fﬁg -
e e - Bi%m” ) attack). O - ol i - S-3 planner 1 e
i iz L S fictios R Bt B- IO i SRR B Eeph i i
o A L S e s a5 ;ﬁ e e e R AN B
- s - g e . G - 0
o B .&%;ngﬁﬁ:j::}n:;‘ga&x:M«Ehﬁg@%‘»k% . e e - q«ugm_zwf;;w«w e | e
. - 2 3 e . . . i
T . wh Plvaat S e | Sk :
- o L e Chreat mi et WO aBUECHS O . .
o Lmmr Lo wa e o - e L el e e -
R . olient P ns! W*xfgf““*z**x“wr::; e bion and s
- . a ons o oy it 2 . c e -
i B S i - TR e e e i e i i e S F e R - i sﬁ‘xxﬁﬁ-#fs
e PEE T L .:wwmawwug-ww s e g ] = R
. S raE e i e e - . mmmeh e L e et : -Or | whereE e .
~ and chern e ee | i  troops and us theuseof ) before him ¢ e corps Signal
. Ao = 3 s ol rotect oy use ol _ map belore . o L
sy o e = un e them ) deny us t] oleay . RS ing DI LOE CONDS gl .
of e ders: . R gt e e e St o b .
: e o | e = o i Rt e e e e - B
S . . a8 use Ly o .. 0 o s e
ective measures, b e e e e S o e - ons sectior o
22 o PR :j“_"“‘*’?a ""‘9‘* ) :’§g@:§§§;gc§?§‘§z’:;§§*g’%‘U?‘mt& :: i Im g s SR %-&vwminwthﬂ&amswxy‘s:D& { 4 «&9‘:»,:;5;;«&9,&& = hvt&f:g:»?:g:;z’:&’:w
r e ~ o i e T S -] LR T s su»,&gwn«»&uaﬂﬁswmﬂm o . S E 5 i 3
e b e L e o lerl e al . . e -
emical m ns to be en. - o certal o ... Dy =  ewnan -
Sl e T s e . ciniolene - Do -
: o ns w . the s - b L e -
e e - e ar.  aeh e o s
- W tdomnne.. o e rue . e 1y at sp -
: v e . WanL e Bl e e y at e
e = e ouruse a s e
e < 4 e B e e e e
=y - S e o e e | 1O (€ e s.wkﬁeg!stm&ﬁa&au«!kfﬁs»‘N"'-"
. e or tactical - ns— e .
b for : e 0 e -
e e . muniuons .
o - e S e e wu‘mma,«qu“wn.w.;‘»\,,w»w,«uw,nmmu
o e ! u.”mww,wmm,,wmwmmw.“ e
e e e e e
e : s ‘u«,«mugems«wvnw.\w\,.»-
o 7 o S B - e
- e
-
e
o

Army Communicator a



and momentarily ignore whatever is
below the imaginary “waterline” thus
created. The result of this slicing is a
reduced image of terrain that depends
on contour. As you can see in Figure
6, the land above the slicing
resembles islands, and isolated ridge
lines look like jetties. The coast-like
edges, which are actually the contour
lines from the terrain data, are what
we call “shorelines.” By referring to
this shoreline profile, the planner can
now profile LLOS links from a point on
the “shoreline” to the distant “shore”
across the imaginary water, thus
avoiding obstacles. The result is a
hillside to hillside shot masked by
higher terrain. An example of terrain
masking applied to mobile access
radio planning, especially in areas
close to the forward edge of the battle
area, is shown in Figure 7. The MSE
radio access unit (RAU) can provide
mobile access via a “footprint”’—or
zone of communication—that rests
primarily behind hilltops. We can use
MSE’s UHF or SHF assets to provide
links up and over hilltops only when
absolutely necessary. In this way we
gain more control over our electronic
signature and improve our chances of
survival. Remember, the optimal
placement of nodes and relays still
depends on terrain analysis and the
locations of supported forces.

The elevation for slicing is the
planner’s choice, and factors such as
earth curvature and accessibility
should be included in a planner’s
analysis. The elevation chosen should
represent a planner’s attempt to stay
off the hilltop, leaving a sufficient
margin to avoid the effects of artillery
(nuclear or non-nuclear), air attacks,
and Threat ECM. The planner should
also consider staying out of low areas
to avoid the chemical threat. Figure 8
summarizes the slicing and shoreline
profiling techniques.
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Figure 4. Artillery bursts (air surface)
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Figure 6. Zone of operation (aerial view)
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Figure 7. RAU footprint below hilltops
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Figure 8. Hillside radio (LOS) links (slice and shoreline profile)

Special benefits

What are the benefits of not having
Signal tactics dependent upon the use
of hilltops? MSE finally gives us the
ability to follow terrain to make use of
terrain defilade and to mask our
electronic signature. We can directly
manage and design our signature by
hiding or deliberately showing
signatures as we choose—in other
words to practice deception. This
suggests that we can create a
misleading ALB electronic image
contrary to the actual disposition of
headquarters and ground forces. The
ability to disguise the corps
commander’s intent directly affects
the success of the ALB. Although not
a direct weapon, electronic subterfuge

provides battlefield commanders with
an important tool for misinforming
Threat intelligence supporting the
Threat commander.

One of our new roles might be to
alter the Threat’s disposition of
firepower on the battlefield. We can
hide ourselves or selectively help draw
long-range regimental artillery
and airborne fire as active role
players in the ALB. This is probably
not a popular idea with Signaleers,
but at least our combat arms
comrades will know we are a gutsy
folk with a long, courageous heritage
and are committed to winning the
AirLand Battle. For those still
unenthusiastic . . . remember that the
MSE contract contains many
references to “unmanned”
assemblages!

Maj. Sherman is chief of the MSE
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Gordon, Ga. He has a B.S. from the U.S.
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artificial intelligence at KSU. He has
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